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WHO WE ARE

Josep Pi Rodríguez a.k.a delorean

• Penetration tester and Security 
researcher at Deloitte / Buguroo
offensive security

• Also a proud geek!
• Blog: realpentesting.blogspot.com
• Twitter: @Josep_pi
• email: epoide@gmail.com   

Pedro Guillén Núñez a.k.a. p3r1k0

• Penetration tester and Security 
researcher at Telefonica ingenieria
de seguridad (TIS)

• Interested in security since I was
young

• Blog: realpentesting.blogspot.com
• Twitter: @_p3r1k0_
• email:pgn.pedroguillen@gmail.com
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WHAT THIS TALK IS ABOUT

 Why Backup Servers?
- Critical for companies
- Sold as a Security Software
- They should be secure, right?

 Backup Server list
(http://en.wikipedia.org/wiki/List_of_backup_so
ftware)

 Our research
We found several vulnerabilities in a lot of backup 
applications

- Retrospect 
- Novosoft Handy Backup
- Others… 

IMPORTANT: Using this techniques we found 
similar vulnerabilities in other products.
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LET’S START THE 0DAY PARTY

 There are no fixes for these vulnerabilities

 Vendors didn’t try to contact us

 We want to show you how we found these kind of 
vulnerabilities. You can find more in other products.

 We know that all of you are good people and won’t use this 
issues with evil intent

 We won’t be responsible of your evil ideas
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INTRO TO THE SOFTWARE

 Backup Client/Server widely used, even by NASA!
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INTRO TO THE SOFTWARE

 EMC told us 1 month ago that retrospect was sold in 2012
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INTRO TO THE SOFTWARE

 In the past someone found some vulnerabilities (memory corruption, null
pointer de-reference and plain text password hash disclosure…) 

 No more vulnerabilities were reported since 2008!
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INTERCEPTING CLIENT/SERVER COMMUNICATION

 Intercepting all requests/responses using CANAPE

 What is CANAPE? An amazing tool!

 With a proxifier software and canape, we can intercept and 
play with almost anything.
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DIGGING INTO THE AUTHENTICATION

 Retrospect.exe is the server. Retroclient.exe is the client.
 In the client installation, you have to set a password.
 When the server tries to connect to a new client:
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DIGGING INTO THE AUTHENTICATION

 We know that the client (retroclient.exe) sends the password to the server 
(retrospect.exe)

 Why? If you enter an invalid password in the messagebox at the server, it
won’t send any packets.

 The server now has the password and is checking it by itself.

 When is the client sending the password? Let’s look what the client is sending
during the first connection:
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 It looks like the password is in this encrypted packet.

 With Canape we can see that D8 and DA are likely Protocol
headers.

 Let’s start doing some protocol reversing.

DIGGING INTO THE AUTHENTICATION
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PROTOCOL REVERSING

 In this case we used breakpoints in recv and sendv functions and then go
further.

 When our packet is in the socket buffer , we will use Hardware breakpoints.
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PROTOCOL REVERSING

 Using HW breakpoints we can find the functions which handle the socket we 
are looking at.

 We found this interesting function, which decrypts the packet and we can see
the decrypted packet in memory:

Function Encrypted packet Decrypted packet
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MORE REVERSING

 Where is the password?

Password “test”: Password “test1”:

 Only changes 4 bytes; it looks like it is a hash…
 It will always use 4 bytes for any password.
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MORE REVERSING

 If we are able to decrypt this packet using an exploit and get the hash we will
have a vulnerability, well, a shit one

 Time to think and reverse the whole process.

 We found 3 important functions. Let’s start to talk about them.
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MORE REVERSING

• Function1:

 Using logical operations calculates 4 
bytes using as a parameter the 
following 32 bytes key:

 "8.5.0 
(136)cebo56y9I&^Jhwyrp9q4“

 Client_version+client_hostname+st
atic_key

 Static key?

F1

 How is the hash packet decrypted???
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MORE REVERSING

• Function2:

With the 4 bytes from F1 as an argument, 
F2 will generate a 1024 byte array.

F2
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MORE REVERSING

• Function3:

Using the array from F2 as an argument it will create a new array of 1024 bytes 
using basic XOR operations with the “secret key” 
(Client_version+client_hostname+static_key)

F3
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MORE REVERSING

• Function1(Again!):

• Using logical operations calculates 4 
bytes using as a parameter the 1024 
byte array from F3

F1
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MORE REVERSING

• Function2(Again!):

With the 4 bytes from F1 as an argument, 
F2 will generate a 1024 byte array.

F2
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MORE REVERSING

• Function3:

Using the array from F2 as an argument it will decrypt the encrypted packet
xoring Array(F2) xor encrypted packet.

F3
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MORE REVERSING

F1 F2 F3 Summary:
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MORE REVERSING

• F1,F2,F3 Summary:
 Every argument in each Function is static, except the key:

 Client_version+client_hostname+static_key

 We have everything, we can write an exploit in order to get the hash.
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EXPLOIT1

 We will try to write an exploit in order to get the hash password from the client.

 We just need to execute the functions F1,F2,F3 and use their static parameters
and the “secret key”.

 We could see in Canape that :
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EXPLOIT1

 We could see in Canape that

 Let’s put all things together in a Python exploit!
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EXPLOIT1

F1
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EXPLOIT1
F2 



\x1F/31

EXPLOIT1
F3
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EXPLOIT1
REQUERIMENTS

 We don’t need MITM.

 We just need to send one packet to get the client hostname and version.

 Send another packet and we have the encrypted packet.

 Execute F1,F2,F3 with the “secret key”.

 We have the hash of any client.

 Let’s see the exploit working!
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DEMO EXPLOIT1
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THE HASH

 Now we have the ability to get the Hash of any client

 What can we do with this hash?

Password “test” -> 00617F98
Password “test1” -> 030BF5A1

4 bytes Hash -> 4 billion of possible unique passwords

Retrospect Password -> Max length 31  , 90 possible characters.

90 ^ 31 =  3,8 x 10^60

Aprox collisions = 90 ^ 31 / 4 billion = 9,50 x 10^50 ( more than atoms on
Earth!)
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THE HASH

 We found the hash function (Function1 !):

Restrospect.exe:



\x23/35

MATHS
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MATHS
Function1:

Mask = AND 3 -> 3 = 011 , any AND operation with 0, will be a bit with 0
If you want to protect all the bits, the mask should be AND 7 -> 7 = 111
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MATHS
4 byte hash -> 32 bits

We will try to generate a 31 
length password which shares 
the same hash

We will use the characters “2” 
and “3” for our new password:

0x32^2=0x9c4=100111000100 
0x33^2=0xa29=101000101001

In the last character (30) of our
new password, we only need
to put the same bit as the 5th 
bit hash.
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MATHS
We will use the characters “2” 
and “3” for our new password:

0x32^2=0x9c4=100111000100 
0x33^2=0xa29=101000101001

In the character 29 of our new 
password (and the other ones) 
we have to put a bit which
xoring with the numbers below
in the same column will result
the same bit of the hash.
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Maths
For character 0 we have to use 
2 bits. (hash bits = 32 , pass
characters = 31)

We will use characters “2” , 
“3”, “4” and “6”

0x32^2=0x9c4=100111000100 
0x33^2=0xa29=101000101001
0x34^2=0xa90=101010010000
0x36^2=0xb64=101101100100
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MATHS
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EXPLOIT2
REQUERIMENTS

 We don’t need MITM.

 We just need the hash which we got from Exploit1.

 We will build a password which shares the same hash.

 We will use the retrospect server (trial version ) and try to access the client.

 Let’s see how it works!
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DEMO EXPLOIT2
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MORE REVERSING

 Retrospect.exe and retroclient.exe use an encrypted protocol between them:

 We started to think that this encryption is using the plaintext password.
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More reversing
 Change password of the client:

“3222333332332222322232322322223” “test”
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MORE REVERSING
 We know that in the installation of the client, we have to set the password

 Let’s check the Linux client during the installation

 Disassemble main:

Interesting…
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MORE REVERSING

 Following the Sopsetfirstaccespassword

 First time client changes the password

 The functions Cryphashblock,
Crypsetkey and CrypdoEncrypt will
be executed
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MORE REVERSING
 Cryphasblock is the Function1
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MORE REVERSING
 Crypsetkey is the Function2
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MORE REVERSING
 CrypdoEncrypt is the function3
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MORE REVERSING
 It look’s like the encrypted packets are generated somehow with the plaintext

password using our famous functions F1,F2,F3.

 We need to find how these “magic” bytes are generated.

 Test -> “magic” bytes 

 Let’s see with IDA PRO + gdbserver:
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DEMO REVERSING USING IDA + GDBSERVER
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MORE REVERSING

 So , the 4 “magic” bytes are generated with the hash and the plaintext
password…

 We have the hash, but not the plaintext password.. We only have passwords
that share the same hash.

 It looks pretty difficult to get something good

 But… let’s do some maths again. Just in case!
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MATHS

 The 4 magical bytes were generated from the password and the hash:
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MATHS
 Password clear text always xored with 1024 bytes array using this 

formula:

 Fuction 1 erased a lot of bits as you know.

 As a consequence of this only the last 32 bytes of A1 matter

 These bytes will be used in the third line of the formula

 Array1 is static (is calculated using the hash)

 So just only depend on the xor of all characters of the password
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MATHS

 “test”  “74 65 73 74”  74 
^ 65 ^ 73 ^ 74 = 16

 So the trick is to get a 
password which shares the
hash and which xored all its
characters have the same
number than original xored
password.

• Xored only printable
characters from 20 to 7F so 
127

 So bruteforce all the 128 
posibilities

PASSWORD XOR of All chars

mL"!"!!""!"!!""""!"!"!!!!!"""!! 0

cC"!"!!""!"!!""""!"!"!!!!!"""!! 1

`C"!"!!""!"!!""""!"!"!!!!!"""!! 2

aC"!"!!""!"!!""""!"!"!!!!!"""!! 3

bG"!"!!""!"!!""""!"!"!!!!!"""!! 4

mI"!"!!""!"!!""""!"!"!!!!!"""!! 5

g@"!"!!""!"!!""""!"!"!!!!!"""!! 6

gA"!"!!""!"!!""""!"!"!!!!!"""!! 7

mD"!"!!""!"!!""""!"!"!!!!!"""!! 8

mE"!"!!""!"!!""""!"!"!!!!!"""!! 9

… …

qA"!"!!""!"!!""""!"!"!!!!!"""!! 11

s@"!"!!""!"!!""""!"!"!!!!!"""!! 12

sA"!"!!""!"!!""""!"!"!!!!!"""!! 13

u@"!"!!""!"!!""""!"!"!!!!!"""!! 14

uA"!"!!""!"!!""""!"!"!!!!!"""!! 15

tC"!"!!""!"!!""""!"!"!!!!!"""!! 16

sE"!"!!""!"!!""""!"!"!!!!!"""!! 17

PASSWORD XOR of All chars

mL"!"!!""!"!!""""!"!"!!!!!"""!! 0

cC"!"!!""!"!!""""!"!"!!!!!"""!! 1

`C"!"!!""!"!!""""!"!"!!!!!"""!! 2

aC"!"!!""!"!!""""!"!"!!!!!"""!! 3

bG"!"!!""!"!!""""!"!"!!!!!"""!! 4

mI"!"!!""!"!!""""!"!"!!!!!"""!! 5

g@"!"!!""!"!!""""!"!"!!!!!"""!! 6

gA"!"!!""!"!!""""!"!"!!!!!"""!! 7

mD"!"!!""!"!!""""!"!"!!!!!"""!! 8

mE"!"!!""!"!!""""!"!"!!!!!"""!! 9

… …

qA"!"!!""!"!!""""!"!"!!!!!"""!! 11

s@"!"!!""!"!!""""!"!"!!!!!"""!! 12

sA"!"!!""!"!!""""!"!"!!!!!"""!! 13

u@"!"!!""!"!!""""!"!"!!!!!"""!! 14

uA"!"!!""!"!!""""!"!"!!!!!"""!! 15

tC"!"!!""!"!!""""!"!"!!!!!"""!! 16

sE"!"!!""!"!!""""!"!"!!!!!"""!! 17
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MATHS
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EXPLOIT3
REQUERIMENTS

 We don’t need MITM.

 We just need the hash which we got from Exploit1.

 We will build a password which shares the same hash and the same 4 “magic” 
bytes.

 We will use the retrospect server (trial version ) and try to access to the
client.

 Let’s see how it works!
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DEMO EXPLOIT3
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CONCLUSION

 We can have full access to any remote client

 We don’t need MITM or anything else.

 We can backup or restore any file. (restoring an .exe ? Sounds good!)

 We can execute any .exe after any backup/restore task as a feature of the 
app

 Of course we tried with more complex passwords than “test”

 Password super secure: "Deloreanr0x..!!" 

 The hash is 0x2d', '0xcf', '0xaf', '0x1 -> 2dcfaf01

./superhash -s 2dcfaf01

0   fD!""!!""!""!!"""!""!"""!"!""!!
1   fE!""!!""!""!!"""!""!"""!"!""!!
2   oO!""!!""!""!!"""!""!"""!"!""!!
3   bC!""!!""!""!!"""!""!"""!"!""!!
4   f@!""!!""!""!!"""!""!"""!"!""!!
5   fA!""!!""!""!!"""!""!"""!"!""!!
6   cG!""!!""!""!!"""!""!"""!"!""!!
7   hM!""!!""!""!!"""!""!"""!"!""!!
8   j@!""!!""!""!!"""!""!"""!"!""!!
9   jA!""!!""!""!!"""!""!"""!"!""!!
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INTRO TO THE SOFTWARE

 Backup Client/Server widely used by some famous companies.
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INTRO TO THE SOFTWARE

 There are no public vulnerabilities in this product at least during our search

 So we decided to test it using protocol fuzzing
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GIOP PROTOCOL

 Understanding the communication protocol.

 It’s GIOP Wireshark is our friend
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GIOP PROTOCOL

 GIOP is CORBA (Common Object Request Broker Architecture)

 Created by OMG in 1991

 Like SOAP, RMI, DCOM and RPC

 Provides interoperability between vendors and languages (eg. 
Objects in C++ may call operations on objects developed in Java)
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GIOP PROTOCOL

 ORB.- The objects request broker dispatches operation calls to the 
right server object

 STUB.- The stub is a component that connects the client object to the 
ORB

 SKELETON.- The server-side component that as the STUB connects
the server objet to the ORB

 GIOP-IIOP.- Communicates between ORBs uses a standard protocol
 GIOP is General Inter ORB Protocol
 IIOP is Internet inter ORB Protocol

• CORBA ELEMENTS
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GIOP PROTOCOL

 GIOP uses Header and has some sizers.
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DIGGING INTO THE AUTHENTICATION

 We love to break authentication!

 We pick up an authentication packet

 It is in clear text…
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FUZZING
 Next step is going to be fuzzing the packet using Sulley

 Configure Sulley and run

#!/usr/bin/env python
from sulley import *
import sys
import time

s_initialize("handy1")

s_raw("\x47\x49\x4F\x50")   
#giop
s_raw("\x01\x02")       #version
s_raw("\x01")               #byte 
ordering
s_raw("\x00")               #message
type
s_size("data")

if s_block_start("data"):
s_raw("\x03\x00\x00\x00\x03\x00\x00\x00\x00\x00\x00\x00\x36\x00\x00\x00\x14\x
01\x0F\x00\x4E\x55\x50\x00\x00\x00\x17\x00\x00\x00\x00\x01\x00\x00\x00\x52\x6
F\x6F\x74\x50\x4F\x41\x00\x43\x6F\x6D\x6D\x6F\x6E\x00\x00\x00\x00\x00\x01\x00
\x00\x00\x42\x61\x63\x6B\x75\x70\x53\x65\x72\x76\x65\x72\x6C\x65\x10\x00\x00\
x00\x41\x63\x74\x69\x76\x61\x74\x65\x53\x65\x73\x73\x69\x6F\x6E\x00\x00\x00\x
00\x00\x01\x00\x00\x00\x14\x00\x00\x00\xFF\xFE")
s_raw("\x50\x00\x52\x00\x55\x00\x45\x00\x42\x00\x41\x00\x2D\x00\x43\x00\x38\x
00") 
s_raw("\x5C\x00") 
s_string("A",encoding="utf_16_le")  
s_raw("\x12\x00\x00\x00\xFF\xFE") 
s_raw("\x6A\x00\x65\x00\x6E\x00\x6E\x00\x79\x00\x6C\x00\x61\x00\x61") 
s_raw("\x00")

s_block_end()
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SIZERS

 We made a mistake and  we found the vulnerability

 Try to configure all OK and you won’t find the auth bypass
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AUTHENTICATION BYPASS
Fuzzers are not only for crashes ! Examples? This one! Or… Heartbleed ! 
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AUTHENTICATION BYPASS EXPLOIT
REQUERIMENTS

 We don’t need MITM.

 We use the graphic client in order see the exploit method better

 We change the authentication packet by our authentication bypass packet

 Let’s see how it works!
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DEMO AUTHENTICATION BYPASS
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MAKING MORE THINGS
 We can do many things with this vulnerability:

- Full access to the backup server!!
- Make backups of all installed clients
- Restore of all installed clients
- Modify binaries…. 
- Execute commands after tasks !
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PROOF OF CONCEPT

 We made a Python exploit to list C: as a proof of concept

 Have to simulate all the GIOP communication and parsing the 
responses
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DEMO POC LISTING C:\
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“PERMANENT D.O.S

 Using protocol fuzzing we found this vulnerability

 Modifying the name of a task, putting a really big task name.

 When the application tries to start it always crashes

 Only one solution Uninstall it
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DENIAL OF SERVICE EXPLOIT
REQUERIMENTS

 We don’t need MITM.

 We can bruteforce the user number account and the task number.

 We can have the user numbers and tasks of the server sending a GIOP packet.

 Finally, send the malicious packet.

 Let’s see how it works!
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DEMO “PERMANENT“ D.O.S
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CONCLUSIONS
 Hacking a backup server or backup client can be really dangerous.

 We found several authentication vulnerabilities in other products using
the same techniques.

 Maths can help us to go further!

 Fuzzing and reverse engineering sometimes let us to find more things
than doing source code analysis.

 Fuzzing is “easy” and works! And It’s not only for crashes! Handy 
backup auth bypass -> 10 minutes !

 Breaking auth client backup or backup server sometimes let us RCE as 
well!

 Backup servers should have more security. They are critical!
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